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WinRADIUS 2.2.6 (32-bit) 
 

Welcome to RADIUS Server for Windows. 
 
 
Build Options 
 

• OpenSSL 1.0.1j 
 

• OpenLDAP 2.4.40 
 
• Kerberos V (Heimdal 1.6rc2) 
 
• MySQL 5.6.21 
 
• PostgreSQL 9.3.5 

 

• ODBC support (unixODBC 2.3.2) 
 

• Hiredis 0.11.0 
 

• Python 2.7.8 
 

• Perl 5.20.1 
 

• IPv6 
 
 
 
Setup 
 

a) Start WinRADIUS Server (Start - Programs - WinRADIUS Server 2.2.6 - Start RADIUS Server 
(Debug)). Make sure to stop the scheduled task! 

 
    b)  Run tests (in bin\tests folder) (Start - Programs - WinRADIUS Server 2.2.6 - RADIUS  
        Command Prompt) 
 
 
 
Useful commands (sanity checks) 
 

a) radiusd.exe -Xv 
 
b) radwho.exe -d ..\etc\raddb 
 
c) run radtestwin.cmd in bin\tests folder 
 
d)  run radtest-digest.cmd in bin\tests folder 
 
e)  run radtest-sim.cmd in bin\tests folder 
 
f)   run radeapclient.cmd in bin\tests folder 
 
g) run rad_test_sspi.cmd in bin\tests folder 
 
h) run rad_test_multiotp.cmd in bin\tests folder 
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bin\sspi_packages_list.exe 
 

 
 
 

multiOTP testing 
 
sbin\multiotp.exe -config log=1 debug=1 
sbin\multiotp.exe -config backend-type=files 
 
sbin\multiotp.exe -log -delete test_user2 
sbin\multiotp.exe -log -create -prefix-pin test_user2 HOTP 
3132333435363738393031323334353637383930 ThisIsAnOtherBigAlphaNumericPrefixPin 6 0 
 
sbin\multiotp.exe -keep-local -log test_user2 ThisIsAnOtherBigAlphaNumericPrefixPin755224 
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Modules Set Up 
 

rlm_krb5 
 
� Install and set up Heimdal Kerberos (Server) 
� Obtain a valid kerberos ticket for a particular user (a.k.a. kinit <user name>) 

 

 
 

� Add/Adjust some values in: modules/krb5, users, and sites-enabled/default 
 

krb5 { 
 keytab = C:/heimdal-1.6rc2/etc/krb5.keytab 
 service_principal = host/london@TEST.H5L.SE 
} 

 
 

Auth-Type Kerberos { 
        krb5 
} 
 

� Send a RADIUS auth packet containing the username and password to validate against 
Kerberos Server (e.g. radclient utility) 
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rlm_smsotp 
 

� Start SMS OTP server (Start – All Programs - WinRADIUS Server 2.2.6 – Start SMS OTP 
server) 

 
� Add/Adjust some values in: sites-enabled/default and users files 

 
authenticate { 
     … 
     … 
     Auth-Type smsotp { 
         pap 
         smsotp 
     } 
 
     Auth-Type smsotp-reply { 
         smsotp 
     } 
    … 
    … 
 
} 
 
authorize { 
    … 
    … 
    smsotp 
    … 
    … 
} 

 
DEFAULT Auth-Type := smsotp 

 
� Issue a RADIUS auth packet containing the username and password to validate against the 

SMS OTP Server (e.g. pap_challenge_request.pl utility found in the ‘bin’ folder) 
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Nov/2014                                                             6 | P a g e  
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rlm_eap2 
 
 
users file:  

 
mgw     Auth-Type := eap2, Cleartext-Password := "tttt" 

 
eap-fast.conf 
 

network={ 
 ssid="test" 
 key_mgmt=WPA-EAP 
 eap=FAST 
 anonymous_identity="mgw" 
 identity="mgw" 
 password="tttt" 
 phase1="fast_provisioning=1" 
 phase2="auth=MSCHAPV2" 
 pac_file="freeradius.eap-fast-pac" 
} 
 
 

Use eapol_test utility to test EAP-FAST 
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rlm_ldap 
 

� Install and set up OpenLDAP Server (For instance, add a testing user, certificates, etc) 
 

� Edit sites-enabled/default file: 
 

authorize { 
   … 
   … 
 
   ldap 
   … 
   … 
} 
 
authenticate { 
   … 
   … 
   Auth-Type LDAP { 
        ldap 
   } 
   … 
   … 
} 

     
Edit modules/ldap file and adjust some values accordingly (e.g. server name, base dn, etc) 
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rlm_sql (MS SQL, MySQL, PostgreSQL & ODBC) 
 
MS SQL 

� Make sure that MS SQL server service is up and running and it can be accessed. FreeTDS 
and unixODBC utilities can be used to test connection to MS SQL servers. 

 
� Create ‘radius’ database 

 
� Execute all SQL scripts under the etc/raddb/sql/mssql folder 

 
� Edit etc/raddb/sql.conf file: 

 
sql { 
 # 
 #  Set the database to one of: 
 # 
 # mysql, mssql, oracle, postgresql 
 # 
 database = "unixodbc" 
 
 driver = "rlm_sql_${database}" 
 
 server = "MSSQLTestServer" 
 login = "testsqluser" 
 password = "xxxx" 
… 
… 
} 

 
� Edit etc/raddb/sites-enabled/default file: 

 
authorize { 
    … 
    ... 
    sql 
    … 
    … 
} 
 
accounting { 
    … 
    … 
    sql 
    … 
    … 
} 

 
Test commands 
 

bin\odbcinst.exe -q -s          ;     bin\odbcinst.exe -q -d 
 
bin\odbcinst.exe -j 
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rlm_sspi (Experimental module!) 
 
 
users file:  
 

# SSPI test users 
Administrator    Auth-Type := sspi 
Guest           Auth-Type := sspi 

 
sites-enables/default 

 
authorize { 
… 
… 
sspi 
… 
… 
} 
 
authenticate { 
… 
… 
Auth-Type sspi { 
        sspi 
    } 
… 
… 
 
} 
 

 
Sending an access request … 
 

rad_test_sspi.cmd 
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Using an invalid password … 
 
 

 
 
 

 
 
 
Using a disabled account … 
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rlm_perl 
 
Just uncomment perl from sites-enables/default post-auth section 

 
Note: Make sure Perl has been installed and check the PERL5LIB environment variable. 
 

 
 
 
 
 
 
rlm_python                                                                            
 
 
Just uncomment python from sites-enables/default post-auth section 

 
Note: Make sure Python 2.7 has been installed and check the PYTHONHOME environment 
variable. 
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Notes: 
 

• IPv6 is enabled by default. If your system doesn’t support it, please update the relevant 
sections in radiusd.conf file 

 

• MySQL Authentication: create database ‘radius’ and run scripts in \etc\raddb\sql\mysql. More 
information in: http://wiki.freeradius.org/guide/SQL-HOWTO 

 
• Uncomment all ‘sql’ references in radiusd.conf file. MySQL Server should be up and running 

before starting radius server 
 

• LDAP Authentication: update etc\raddb\modules\ldap file (e.g. basedn, etc) 
 

• OpenLDAP for Windows can be downloaded from SourceForge: 
http://sourceforge.net/projects/openldapwindows/ 

 

• Heimdal for Windows can be downloaded from SourceForge: 
http://sourceforge.net/projects/heimdal-win/ 

 

• Hostapd/WPA Supplicant for Windows can be downloaded from SourceForge: 
http://sourceforge.net/projects/hostapd/ 

 
• Redis Server for Windows can be downloaded from SourceForge: 

http://sourceforge.net/projects/redis/ 
 

• multiOTP can be downloaded from here: http://www.multiotp.net/ 
Thanks to Andre Liechti, for the support and contribution 

 

 
 
 
Source Code 
 
The source code is available at: 
 

• FreeRADIUS Project, http://freeradius.org/ 
 
• WinRADIUS Project, http://winradius.eu/ 
 

 
 
 
 
* Please, report any issues/feedback/etc to the following email address: support@winradius.eu 


