WinRADIUS 2.2.6 (32-bit)

Welcome to RADIUS Server for Windows.

Build Options
e OpenSSL 1.0.1j
e OpenLDAP 2.4.40
e Kerberos V (Heimdal 1.6rc2)
e MySQL 5.6.21
e PostgreSQL 9.3.5
e ODBC support (unixODBC 2.3.2)
e Hiredis 0.11.0

e Python2.7.8

e Perl 5.20.1
e |Pv6
Setup

a) Start WinRADIUS Server (Start - Programs - WinRADIUS Server 2.2.6 - Start RADIUS Server
(Debug)). Make sure to stop the scheduled task!

b) Run tests (in bin\tests folder) (Start - Programs - WinRADIUS Server 2.2.6 - RADIUS
Command Prompt)

Useful commands (sanity checks)
a) radiusd.exe -Xv
b) radwho.exe -d ..\etc\raddb
€) run radtestwin.cmd in bin\tests folder
d) run radtest-digest.cmd in bin\tests folder
e) run radtest-sim.cmd in bin\tests folder
f)  run radeapclient.cmd in bin\tests folder
g) runrad_test_sspi.cmd in bin\tests folder

h) run rad_test_multiotp.cmd in bin\tests folder
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bin\sspi_packages_list.exe

ministrator: Command Prompt

LM Hazh saved: Mo

Force Guest Account Ho
Compatibility Level Send LM response and NILM reszponze; never usze NILM
y2 zession security.

Minimum session security (Server? Ax200ARBAA
——2» 128-bit encryption

Minimum session security (Client) Bx20080000
——» 128-hit encryption

Kerberoz Details

Protocol TGP
Logging Disabled

KDC sswwinradius .matear.local

Domain Controller Details

“suinradius .matear.local
matear.local
Address “~192_.168.268_.129
Guid BBA35223-A0002ACD-BHAR4FBF-A828FDCC
Dns Forest matear.local
Site name Default-Firzt—5ite—Mame
Flags EBAA33IFD
——2» The domain controller is in the same site as the cli
ent .
——2» The domain controller is a directory service server
for the domain.
——2» The domain controller is the primary domain controll
er of the domain.
——» The domain controller iz a Kerherosz Key Distribution
Center for the domain.
——2» The serwver iz an LDAFP server.

Uzer Details

MATEAR~Adminizstrator

Domain Controller

multiOTP testing

sbin\multiotp.exe -config log=1 debug=1
sbin\multiotp.exe -config backend-type=files

sbin\multiotp.exe -log -delete test_user2
sbin\multiotp.exe -log -create -prefix-pin test_user2 HOTP
3132333435363738393031323334353637383930 ThislsAnOtherBigAlphaNumericPrefixPin 6 0

sbin\multiotp.exe -keep-local -log test_user2 ThislsAnOtherBigAlphaNumericPrefixPin755224
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Modules Set Up
rim_krb5

v Install and set up Heimdal Kerberos (Server)
v' Obtain a valid kerberos ticket for a particular user (a.k.a. kinit <user name>)

W Administrator: RADIUS Command Prompt

C:sheimdal—1.6rc2shinskadmin.exe —1 get testuser
Principal: testuserBTEST.HS5L.SE
Principal expires: never
Paszword expires: never
Last password change: 2814-#85-02 16:51:13 UTC
Hax ticket life: 1 day
Max renewabhle life: 1 week
Kvno: 1
Mkvno: unknown
Last successful login: never
Last failed login: never
Failed login count: @
Last modified: 2814-85-82 16:51:13 UTIC
Modifier: kadmin-adminB@TEST .HSL.SE
Attributes: reguires—pre—auth
Keytypes: aes256—cts—hmac—shal-?26<{pu—=zalt>[1]1, desdi-—chc—shall{pw—=sal
t»[1]1, arcfour—hmac—md5{puw—=salt>[1]
PH—I:{I ACL: subject: CH=testuser.DC=london
iases:

Cisheimdal—1.6rc2 >
v" Add/Adjust some values in: modules/krb5, users, and sites-enabled/default

krb5 {
keytab = C:/heimdal-1.6rc2/etc/krb5.keytab
service_principal = host/london@TEST.H5L.SE

Auth-Type Kerberos {
krb5
}

v' Send a RADIUS auth packet containing the username and password to validate against
Kerberos Server (e.g. radclient utility)

Fri May A2 20:49:57 +3 I group authorize = ok

Fri May B2 20:49:57 Found Auth-Type = Kerberos

Fri May B2 20:49:57 # Executing group from file .. etcsraddb-/sites—
enabled/default

Fri May B2 20:49:57 +group Kerberos {
i May B2 28:4%:57 rlm_krbh5: Parszed name isz: testuserBETEST.HSL.SE
i May B2 28:49:57 ++[krh5]1 = ok
i May B2 20:4%9:57 +3 # group Herberoz = ok
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rim_smsotip

v' Start SMS OTP server (Start — All Programs - WinRADIUS Server 2.2.6 — Start SMS OTP
server)

v' Add/Adjust some values in: sites-enabled/default and users files
authenticate {

.Aijth-Type smsotp {

pap
smsotp

}

Auth-Type smsotp-reply {
smsotp
}

}

authorize {
smsotp

}
DEFAULT Auth-Type := smsotp

v' Issue a RADIUS auth packet containing the username and password to validate against the
SMS OTP Server (e.g. pap_challenge_request.pl utility found in the ‘bin’ folder)
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emzotpd server by Thomasz Glanzmann. 2012-86-84
WHaiting for incoming connections on port 1888

Client connected

Line complete <{generate otp for testuser?
username = ‘testuser’

Allocating new s=lot

id 4682; otp = 18186

len =_4
Client disconnected

Client connected
i {check otp for testuser>
fuser otp is 18186
“otp id is 46823
<get check result>
{guit>
Client disconnected

[N Administrator: RADIUS Command Prompt

C:sFreeRADIUSSbin*per]l —w pap_challenge_request.pl testuser
Enter password:

server response type = Access—Challenge <11}

Enter otp: 181686

server response type = Access—HAccept (22

C:~FreeRADIUS~Dbin>
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Administrator: Start RADIUS Server - StartServer.cmd

B2 21:27:48 2814
B2 21:27:48 2814
B2 21:27:48 2814
B2 21:27:48 2814
B2 21:27:48 2814
B2 21:27:48 2814
Access—Challenge

State =
B2 21:27:48 2814
B2 21:27:48 2014

@2 21:27:53 2614

== x|

Info: +group smsotp €
Debug: »lm_smsotp: Generate OTP

Auth: rlm_smsotp: Unig id is 4682
Debug: »lm_smsotp: Sending Access
Info: ++[zmsotpl = handled
Info: +* # group smsotp =

—Challenge.
handled

of id 241 to 127.8.8.1 port 57653
Reply—HMeszage = "Enter Mobile PIN:"

Bx34363832

Info: Finizshed request B.

Debug: Going to the next reguest

Debug: Waking uwup in 5.8 seconds.

Info: Cleaning up regquest @ ID 241 with timestamp +9

B2 21:27:48 2014 :

B2 21:27:53 2814
Access—Request

i May

Info: Ready to process requests.
_Precu: id=242,

packet from host 127.8.8.1 port 57653.

Reply—HMezzage = “Enter Mohile PIN:"
State = Bx34363832
Uzer—MName = "testuser'
Uzer—Pazsword = "18186"
Fri May B2 21:27:56 2814 : Info: # Executing section authorize from file
raddh/ﬂ1tev—enahled/default
21:27:56 Info:
21:27:56 Info:
21:27:56 Info:
21:27:56 Info:
i May 21:27:56 Info:
i May 21:27:56 Info:
i May 21:27:56 Info:
up realm HULL
i May B2 21:27:5%6 Info:
i May B2 21:27:5%6 Info:
i May B2 21:27:5%6 Debuyg:
for imsi testuser: A
i May 21:27:56 2814 Info:
i May 21:27:56 2814 Info:
i May 21:27:56 2814 Info:
Info:
Info:
Debuyg:

length="

-.retc/

+group authorize <
++[preprocess] = ok
++[chapl = noop
++[mschapl = noop
++[digest] = noop
++[wimax] = ok
[zuffix] Mo ‘@'

May
i May
i May
i May

in User—MName = "testuser'. look

[guffix] Mo szuch realm “NULL"
++[zuffix] = noop
rlm_sim_files: insufficient number of challeng

++[zim_files] = notfound

[eap]l No EAP-Message,. not doing EAP
++[eapl] = noop

[files] users: Matched entry DEFAULT at line 51
++[files] = ok

rlm_smsotp: Found reply to access challenge <A

++[zmzotpl = ok
++[expiration] = noop
27 Info: ++[logintime] = noop
Fri May B2 21:27:56 2814 : Info: [papl WARNING?! Ho "knuun good'" password found f
or the user. Huthentlcatlun may fail bhecause of this.
i 26814 Info: ++[papl = noop

2814 Info: +* # group authorize = ok

2814 Info: Found Auth-Type = smsotp—reply

26814 Info: # Executing group from file ..~ etc/vaddbs/sites—

2814
2814
2814
2814
2814

i May 21:27:56 2814

21:27:56 2614
21:27:56 26814

i May
i May
- Adding Auth-Tupe ’smsotp—reply’

Info:
Info:

Info: +group smsotp—reply {

Debug: »lm_smsotp: Found reply to access challenge
Auth: »lm_zmzotp: SocketReply is OK

Info: ++[smsotpl = ok

Info: +* # group smsotp—reply

21:27:56

Nov/2014 6|



rim_eap2

users file:
mgw Auth-Type := eap2, Cleartext-Password := "tttt"
eap-fast.conf

network={
ssid="test"
key_mgmt=WPA-EAP
eap=FAST
anonymous_identity="mgw"
identity="mgw"
password="tttt"
phasei="fast_provisioning=1"
phase2="auth=MSCHAPV2"
pac_file="freeradius.eap-fast-pac”

Use eapol_test utility to test EAP-FAST

ri May B2 21:56:16 26814 Info: Found Auth-Type = eap2

ri May B2 21:56:16 2814 Info: # Executing group from file ..~ etcsraddbs/zites—
enabled/default

ri May B2 21:58:16 2814
ri May B2 21:58:16 2814
TRL-EUENT-EAP-SUCCESS B@
ri May B2 21:58:16 2814
ri May B2 21:58:16 26014 Info: [eap2] Freeing handlew
ri May B2 21:58:16 2814 Info: ++[eap2]l = ok

: Info: +group authenticate <
ri May B2 21:58:16 2814 ; Info: +* # group authenticate = ok
1

Info: [eap2] Request found, released from the list
Bl 00 : 08 : 08 - B8

Debug: ==* BSuccess

ri May B2 21:58:16 2614 Info: # Executing section post—auth from file ..~ etc/s
raddbszitezs—enabledsdefaunlt
ri May B2 21:58:16 2814
: post_auth e
C'lUser—HMame’ . " “mgu'’ ), ("HAS-IP-Address’,. '127.8.8.1°'>, 'Calling—-Station—-Id’.
‘'g2-B0-80-08-80-81"" >, ('NAS—-IPv6—Address’',. ‘B:80:8:8:8:8:8:1"'>, <'Framed-MIU'.
*1488° >, C"HAS-Port-Type’ . ‘Uireless—-882_11'>,. 'Connect—Info’,. ’'"CONNECT 1iMhbp
882 _11b'' >, 'EAP—Message’, ‘'BxBZ2A7006L2LA1170360100600012f34165998d485%299cSaalc

4329fdda2ed7415626Ff225%a0c1dc4642a3125F629F44f eb 851006 2ed?326e@8cbefBF521ad42864
aab7aeThc2656d6b1B8%65171h554abbb4Blecadl7803ebBf 70131298276ac41f3313aa2c182be 31
Habal5e’ >, ('State’,. 'Bx?72ab3i?faShietbe3d3Vi4a2cAV4edP4f’ », ('HMesszage—Authentica
or', *Bxdecdaf59883F07755c3fadB5fddibb45’ >, ('EAP-Tupe’ . *EAP-FAST' >>
ri May B2 21:56:16 2814 : Info: ++[pythonl] = ok
ri May B2 21:58:16 2614 Info: ++[exec] = noop
ri May B2 21:56:16 26814 Info: +* # group post—auth = ok
ending Access—Accept of id ¥ to 127.8.8.1 port 51736

MS—MPPE—Recv—HKey Bxf2ae23fd20beb5fd461bf 4ccd4BB2debh?157ec2Beb2%eb626828
4cdBBffhd323

ME—MPPE—Send-HKey = Bx%378c7b?7%af12fad4ddelde3dleSbhbl2c2bPebe5?3dacaf30%c3d
Ldcc2VecchbB?

EAP—HMeszage = BxA3070004

Uzer—HName = “mgu’’

MHessage—-Authenticator = AxHHHEAAAARHOHBAAAAAAADHDEEARAAAAEAEA
ri May B2 21:58:16 2814 : Info: Finished request 32.

Info: +group post—auth <
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RADIUS packet matching with station

HE—HPPE-Send—Key <(sign> — hexdump{len=32>: 23 78 c7 h? 79 af 12 fa 44 de 1d e3d 1
e 5bh 12 c2 h? eb c5 23 4a ca £f3 B89 c3 dd 54 cc 27 ec cb @7

MHE—HMPPE—Recv—Key <crypt? — hexdump{len=32>: f2 ae 23 fd 20 be 65 fd 46 1b f4 cc
d4 B8 2d eb 71 57 ec 28 eb 29 eb 26 82 8d 4c dB Bf fh d3 23

decapsulated EAP packet <code=3 id=% len=4» from RADIUS server: EAP Success
EAPOL: Received EAP-Packet frame

EAPOL: SUPP_BE entering state REQUEST

EAPOL: getSuppRsp

EAP: EAP entering state RECEIUED

EAP: Received EAP-Success

EAP: Status notification: completion (param=success)

EAP: EAP entering state SUCCESS

CTRL-EUENT-EAP-SUCCESS EAP authentication completed successfully

EAPOL: IEEE 882.1% for plaintext connection; no EAPOL—Key frames reqguired

WPA: EAPOL processing complete

EAPOL: SUPP_PAE entering state AUTHEWNTICATED

EAPOL: SUPP_BE entering state RECEIUE

EAPOL: SUPP_BE entering state SUCCESS

EAPOL: SUPP_BE entering state IDLE

eapol_sm_ch: result=1

EAPOL: Successfully fetched key Clen=32)>

PHE from EAPOL — hexdump<?len=32»: f2 ae 23 fd 28 he 65 fd 46 1b f4 cc d4 B8 2d e
h 71 57 ec 28 eb 29 eb 26 82 8d 4c dB 8f fh d3 23

EAP: deinitialize previously uszed EAP method (43, FAST> at EAP deinit

EMGIME: engine deinit

MPPE keys 0OK: B mismatch: @

SUCCESS
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rim_Idap

4

Install and set up OpenLDAP Server (For instance, add a testing user, certificates, etc)

v'  Edit sites-enabled/default file:

authorize {

ldap

}

authenticate {

Auth-Type LDAP {
ldap

}

}

Edit modules/Idap file and adjust some values accordingly (e.g. server name, base dn, etc)

2014

20814

ri May B2 23:36:26 2814

ri May B2 23:36:26 2814
"testpu"

ri May 82 23:36:26 26814
: 2814

2814
db/certszs-1ldap-RootCA.pem
Fri May B2 23:36:26 2014
co/raddbscertssldap
Fri May B2 23:36:26 2814
scertssldapsServer.pem
Fri May B2 23:36:26 2814
certs/ldap/Server.key
Fri May B2 23:36:26 2814
seertssldapsrandom
Fri May 82 23:36:26 2014

23:36:26 2814 :
23:36:26 2614
23:36:26 2814
23:36:26 2814
23:36:26 2814

Hay @2 H
23:36:26 2014 :
1

i Mawy
i May
i May
i Maw
i May

raddb/zites—enabledsdefault

Fri May B2 23:36:26 2814
% post_auth e

CC'User—Mame’ .
*127.8.8.1°>, C'HAS-Port’,
Fri May B2 23:36:26 2814 :
Fri May 82 23:36:26 26814 :
Fri May B2 23:36:26 2814 :

"testuser'' ),

Info:
Info:

Info:
Info:

Info:

Found Auth-Type = LDAP
# Executing group from file

+group LDAP <
[1dap] login attempt by “testuser"

. .“etesraddbs/sites—

with passwor

[1dap] wszer DN: wid=testuszer,ou=Feople.dc=examp
[1dap]
[1dap]
[1dap]
[1dap]
[1dap]
[1dap]
[1dap]
[1dap] waiting for hind result ...
[1dap] Bind was successful

Info: [ldap]l user testuser authenticated succesfully

Info: ++[1dapl = ok ok

Info: +% # group LDAP =
Info: # Executing section post—auth from file

(redconnect to localhost:389,. authent
TLE
TLE
TLE
TLE

TLS

Debug:

Debug: setting CACert File to ..- etcrsrad

Debug = setting CACert Directory to ..~ et

Debug: setting Cert File to ..~ etc-raddh

Debug: setting Key File to ..~ etc/raddhs

Debug: setting Rand File to ..~ etc-raddh

bind as uwid=tesztuszer.ou=People.dc=exa

Debug:
mple dc=comstestpw to lucalhuﬂt 389

Debug:
Debug =

- -#etc/

Info: +group post—auth <

C*User—Password’ . *"testpuw'' >, C'HNAS-IP-Address’.
‘18127 3>

Info: ++[pythonl] = ok

Info: ++[exec] = noop

Info: +* # group post—auth = ok

Sending Access—Accept of id 164 to 127.8.8.1 port 49221
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rim_sql (MS SQL, MySQL, PostgreSQL & ODBC)
MS SQL

v" Make sure that MS SQL server service is up and running and it can be accessed. FreeTDS
and unixODBC utilities can be used to test connection to MS SQL servers.
v' Create ‘radius’ database
v' Execute all SQL scripts under the etc/raddb/sql/mssql folder
v' Edit etc/raddb/sql.conf file:
sql {
#
# Set the database to one of:
#
# mysql, mssql, oracle, postgresql
#
database = "unixodbc”
driver = "rim_sqgl_${database}"
server = "MSSQLTestServer"

login = "testsqluser”
password = "xxxx"

v' Edit etc/raddb/sites-enabled/default file:

authorize {
sql
}

accounting {

sql

Test commands
bin\odbcinst.exe -q -s ; bin\odbcinst.exe -q -d

bin\odbcinst.exe -j
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[N Administrator: Start RADIUS Server - StartServer.cmd

ello. testuser

Sat May B3 B2:86:51 20814 : Info: ++[files] = ok

Sat May B3 B2:06:5%1 2814 : Info: [=sgl] expand: ¥{User—-Hame} —-> testuser

Sat May B3 B2:06:5%1 2814 : Info: [=sgl] sgl_set_user escaped wuser ——2> ’'testuser’

Sat May B3 B2:86:5%1 2814 : Debug: v»lm_sgql C(sgld: Reserving sgl socket id: 31

Sat May B3 B2:86:5%1 2814 : Info: [=qll]l expand: SELECT id, UszerMame.Attribute. Ual

ue,.op FROM vradcheck WHERE Username = *x{5QL-User—MameX*' ORDER BY id —> SELECT id
1gserﬂame,Httrihute,Ualue,up FROH radcheck WHERE Username = ‘testuser’ ORDER BY
i

Sat May B3 B2:86:51 2814 Info: [sgll User found in radcheck tahle

Sat May B3 B2:06:5%1 2814 Info: [=qll]l expand: SELECT id.UserMame.Attribute.Ual

uwe .op FROM radreply WHERE Username = ‘#{S5QL-User—HameX** ORDER BY id —-»> SELECT id
UzerMame .Attribute .Value,.op FROM vadreply WHERE Username = 'testuser’ ORDER BY
id

Sat May B3 B2:86:51 2814 :© Info: [sgll expand: SELECT groupname FROM

radusergroup WHERE uszername = 'x{5QL-User—HName}' —» SELECT groupname

FROH radusergroup WHERE username = *testusepr’

Sat May B3 B2:86:51 2814 : Info: [sgll expand: SELECT radgroupcheck.id,radgroup

check.GroupMame . radgroupcheck.Attribute . radgroupcheck.Ualue . radgroupcheck.op FR

OM radgroupcheck. radusergroup WHERE radusergroup.Username = *'2{8QL-User—HameX' A

NI radusergroup.GroupMame = radgroupcheck.GroupMame ORDER BY radgroupcheck.id -2
SELECT radgroupcheck.id, radgroupcheck.GroupName , radgroupcheck Attribute , radgroun

pcheck.Ualue . radgroupcheck.op FROM radgroupcheck, radusergroup WHERE radusergrou

p.Username = ‘testuser’ AND radusergroup.GroupMame = radgroupcheck.GroupMame ORD
ER BY radgroupcheck.id

Sat May B3 B2:86:51 2814 : Info: [sgll User found in group static

Sat May B3 B82:086:5%1 2814 : Info: [sgl]l expand: SELECT radgroupreply.id.radgroup
reply.GroupMame . radgroupreply. Attribute . radgroupreply_Ualue . radgroupreply.op

OM radgroupreply.radusergroup WHERE radusergroup.Username = *'2{8QL-User—HameX' A
ND radusergroup.GroupMame = radgroupreply.GroupMame ORDER BY radgroupreply.id -2
SELECT radgroupreply.id, radgroupreply.GroupMName, radgroupreply_Attribute , radgrou
preply_Ualue ., radgroupreply.op FROM radgroupreply, radusergroup WHERE radusergrou
p.Username = 'testuser’ AND radusergroup.GroupMame = radgroupreply.GroupMame ORD
ER BY radgroupreply.id
Sat May B3 B2:86:51
Sat May B3 B2:86:51
Sat May B3 B2:86:51
Sat May B3 B2:86:51
Sat May B3 B2:86:51
ing to PAP

Sat May 83 B2:86:51 Info: ++[papl = noop

Sat May B3 B2:86:51 Info: +¥ # group authorize = ok

Sat May B3 B2:86:51 Info: Found Auth-Type = Local

Sat May B3 B2:86:51 Info: WARNIMG: Please update your configuration, and
remove ‘Auth-Type =

Sat May B2 B2:86:51 Info: WARNING: Use the PAP or CHAP modules instead.
Sat May 83 B2:86:51 Info: User—Password in the request iz correct.

Sat May A3 B2:@06:51 Info: # Executing section post—auth from file ..~ etcs

Sat May B3 B2:86:51 2814 Info: +group post—auth <

s post_auth e

('User—Hame’ ., *"testuser'’' >, (‘User-Password’, *"testpw"™' >, ('HAS-IP-Address’.
'127.8.8.1°)>, C"HAS-Port’. *1812°'53>

Sat May B3 B2:86:5%1 2814 : Info: ++[pythonl = ok

Debug: rln_sgl <sgl>: Released sgql socket id: 31
Info: ++[sgll]l = ok

Info: ++[expiration] = noop

Info: ++[logintimel] = noop

Info: [papl WARNING: Auth-Type already zet. Mot sett

Sat May B3 B2:86:51 2814 Info: ++[exec] = noop
Sat May A3 A2:A6:51 2814 Info: +* # group post—auth = ok
Sending Access—Accept of id 251 to 127.8.8.1 port 63373
Reply—Message = "Hello, testuser'
Framed—-IP-Address == 127.8.8.1
Framed-Protocol := PPP
Service-Type := Framed-User
Framed—Compression == Van—Jacohson-ICP-IP
A3 B2:86:5%1 2814 : Info: Finished reguest B.
A3 B2:86:51 2814 : Debug: Going to the next reguest
A3 B2:86:51 2814 : Debug: Waking up in 4.9? seconds.
A3 B2:86:56 2814 : Info: Cleaning wup reguest B ID 251 with timestamp +3
A3 B2:06:56 2814 : Info: Ready to process regquests.
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rim_sspi (Experimental module!)

users file:
# SSPI test users
Administrator  Auth-Type := sspi
Guest Auth-Type := sspi

sites-enables/default

authorize {
Sspi
}

authenticate {

ALJth—Type sspi {
Sspi
}

Sending an access request ...

rad_test_sspi.cmd

= =
= =
= =

= =
= =
= =

=
=
=

= =
= =
= =

=
=
=
=
-

o O

= = =
= = &
e Bl

=
=
=

Access—Request of id 253 to 127.8.8.1 port 1812
Uzer—Mame = “Updatuslszser”
Uzer—Pazsword = "WandA2814"
MAS-IP-Addres=s = 127.8.8.1
HAS-Port = 1812
rad_recv: Access—Hccept packet from host 127.8.8.1 port 1812, id=253, length=83

(G15]5]% el

Reply—Meszage = “"SEC_E_OK: The operation completed successfully. {BxB6008

Total approved auths:
Total denied auths:
Total lost auths:
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Using an invalid password ...

Thu May B8 B1:-47:260 26014 Info: +* # group authorize = ok
2814 Info: Found Auth-Type = sspi
2814 Info: # Executing group from file .. etc/raddbhssites—

A8 B81:-47:20 2014 Info: +group sspi €
A8 B81:-47:20 2014 Info: »lm_sszspis Using default server mechanism: Megot

A8 B1:47:280 2814 - Info: »lm_s=zpi: Using default client mechanism: NILM

A BA1:47:20 2814 - Info: rlm_sspi: Validating user ... Updatuslser
A8 B1:47:20 2814 - Auth: rlm_sspi: ERROR_LOGOM_FAILURE: Logon failure: u
nknown wuser name or bad password. (BxBABEAS2E>
May B8 B81:-47:20 2014 Info: ++[=z=pil = reject
May B8 B81:-47:20 2014 Info: +* ## group sspi = reject
May B8 81:-47:20 2014 Info: Failed to authenticate the user.
May B8 B1:-47:20 2014 Info: Using Post—Auth—-Type REJECT

Sending Access—Request of id 47 to 127.8.8.1 port 1812
Uzer—Mame = “Updatuslszepr™
Uzer—Password = "WandAZ2B813"
MAS-I1P-Addres=s = 127.8.8.1
HAS-Port = 1812
rad_recv: Accessz—Reject packet from host 127 _68_8.1 port 1812, id=47, length=80
Reply—Meszage = "SEC_E_LOGOM_DEMIED: The logon attempt failed {(BxBBBA7030
c)ll

Total approved authz: @8
Total denied authsz: 1
Total lost authsz: @

Using a disabled account ...

hu May 88 @1:51:681 2014 Info: + # group authorize = ok

hu May B8 81:51:681 2814 Info: Found Auth-Type = sspi

hu May B8 B1:-51:681 26814 Info: # Executing group from file ..~ etc/raddb/sites—

-nahled/default
ag 26014 Info: +group sspi 4

@1: 51 81 2814 Info: prlm_sspi: Using default szserver mechanizm: Megot

A1:51:01 26814 : Info: rlm_sspi: Using defawult client mechanism: WTLHM

@1:5%1:81 2814 : Info: rlm_sspi: UValidating user ... Guest
B1:51:01 2014 - Auth: »lm_sspi: ERROR_ACCOUNT _DISABLED: Logon failure
y dizabhled. (BxBB00A533>
MHay @8 @1:51: Ei 2014 : Info: ++[szpil = reject

May 88 B81:51:-681 26814 ; Info: +* # group sspi = reject
May B8 B91:51:681 2814 : Info: Failed to authenticate the user
May @8 @1:51:81 2814 : Info: Using Post—Auth-Type REJECT
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rim_perl
Just uncomment perl from sites-enables/default post-auth section

Note: Make sure Perl has been installed and check the PERL5LIB environment variable.

May 19:3%9:16 2614 Debug: »lm_perl: Added User—Password = testpu
May 19:39:16 2014 Debug: »lm_perl: Added HAS—Port = 1812
May 19:3%9:16 2614 Debug: rlm_perl: Added HAS-IP-Address = 127.68.8.

May 19:3%:16 2014 : Debug: rlm_perl: Added Uzer—Mame = testuser
M 19:37:16 rlm_perl: Added Mezzage—Authenticator

ay A8 16 2814 : Debug:
xB8aS56edf516ded4?PcbeSf439F 426518

Thu May B8 19:39:16 2614 : Debug: v»ln_perl: Added Reply—Message = Hello. te
stuser
Thu May B8 19:3%:16 2614

Debug: rlm_perl: Added Auth-Type = PAP
Thu May B8 19:3%9:16 2814

Debug: rlm_perl: Added Cleartext—Password = test

Py
Thu May B8 17:37:16 20014 : Info: ++[perl] = ok

rim_python

Just uncomment python from sites-enables/default post-auth section

Note: Make sure Python 2.7 has been installed and check the PYTHONHOME environment
variable.

e post_anth ==
CC' User—Mame’ . *"testuser'' >, (‘User—Passuword’,. *'"testpuw"’'>, "NAS-IP-Address’.
f127.8.8.1° >, (‘HAS-Port’,. *1812'>, {'Message—Authenticator’,. 'BxBB8aS567edf516ded

47cbchf 439426588 >
Thu May B8 17:-:37:16 2014 : Info: ++[pythonl] = ok
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Notes:

IPv6 is enabled by default. If your system doesn’t support it, please update the relevant

sections in radiusd.conf file

MySQL Authentication: create database ‘radius’ and run scripts in \etc\raddb\sg\mysql. More

information in: http://wiki.freeradius.org/quide/SQL-HOWTO

Uncomment all ‘sql’ references in radiusd.conf file. MySQL Server should be up and running

before starting radius server
LDAP Authentication: update etc\raddb\modules\ldap file (e.g. basedn, etc)

OpenLDAP for Windows can be downloaded from SourceForge:
http://sourceforge.net/projects/openldapwindows/

Heimdal for Windows can be downloaded from SourceForge:
http://sourceforge.net/projects/heimdal-win/

Hostapd/WPA Supplicant for Windows can be downloaded from SourceForge:

http://sourceforge.net/projects/hostapd/

Redis Server for Windows can be downloaded from SourceForge:
http://sourceforge.net/projects/redis/

multiOTP can be downloaded from here: http://www.multiotp.net/
Thanks to Andre Liechti, for the support and contribution

Source Code

The source code is available at:

FreeRADIUS Project, http:/freeradius.org/

WinRADIUS Project, http://winradius.eu/

* Please, report any issues/feedback/etc to the following email address: support@winradius.eu
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